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Abstract: By analyzing safety loophole and storage characteristic of Lustre file system, a security model for Lustre file system
was designed based .on public key infrastructure( PKI) security mechanism. The model includes certificate management and
client accessing. Certificate management mechanism of PKI is adopted in certificate management module. Bidirectional iden-
tity authentication and digital signature are applied in client accessing module. Random number must be checked during au-
thentication. Dissymmetrical encryption mechanism is applied to the transmission of request information and authentication
information. Symmetrical encryption mechanism is applied to the transmission of data stream. The security model can remove
safety loopholes in Lustre file system, such as imitating identity, filching data, distorting data and replaying attack. It can
enhance the security of Lustre file system.
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